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Individual LabWork : Change Management

Stage 1: New/Assess - Record created

Admin
Change Request
_“ ] T MNewrecord
“ foses futterze
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Review Closed
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Stage 2 : Authorize - CAB Approval

servicenow a

Changs Request
CHGO030001

Number

Requested by
Category

Service

Service offering
Canfiguration item
Priority

Risk

Impact

Short description

Description

Schedule | Conflicts | Notes
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Backout plan
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Change Request - CHG0030001

Scheduled

Implement

Mode!

Type

Onhold
Conflict status
Conflict last run

* Assignment group

Assigned to

stem to Azure AD S50 federation

Review Clased

Normal

Normal

Assess

Change is waiting for approval

Nat Run

Network

Fred Luddy

Follow

Canceled

Delete




servicenow a

gh-nszsﬂ;!cﬁl,w & ¥ = - | Discuss Follow Update || Delete | T

Risk and

Backout plan

Test plan

Update || Delete

Related Links

Affected Cls (1) | Impacted Services/Cls wvers (5) | ChangeTasks | Problems | Incidents Fixed By Change | Incidents Caused By Change | TaskSLAs | Outages

— | Actions on selected rows. b3
Approval for = CHGOO30001
State Approver Assignment group Comments Created

2025-11-0317:25:31

2025-11-03 17:35:31
Rea LL twork 2025-11-0317:25:31

David Dan Network 2025-11-03 17:2

2025-11-0317:25:31

servicenow Al Favorites  History =~ Workspaces  Admin Approval - Change Request: CHG0030001 Q. search

A = == ¢ = - [ Updste |[ Approwe ||
Change Request: CHG0030001 - L

Approver  Fred Luddy Approving  Change Request: CHG0030001 ‘ 0] ‘

State | Approved v
Approval Reason
Comments | Comments
(o |
Activities: 1 System Administrator Field changes o 2 ‘ v ‘

Approver  Fred Luddy
State  Requested

[ upeste | novrove | et | petee

Summary of Item being approved

Change Request

Number CHG0030001 Requested by Jarvis Galas
Service Type Normal

Configurationitem "CAROL3-GATEWAY Risk High

Planned start date Impact  1-High

Planned end date
Short description  Upgrade Wi-Fi Authentication System to Azure AD SSO

Description Upgrade campus Wi-Fi authentication from legacy password system to Azure AD SSO federation




Approval - Change Reqy

Approv

R E Update ejec elete
Change Request: CHG0030001 & r ‘ Upda | Reject || Delets L
Approver | Fred Luddy Approving  Change Request: CHGDO30001
State | Approved
Approval Reason
Comments
post |

Activitles: 1 stem Admin

Aoprover
State
ey — ey
Summary ot tem being approved
Change Request
Number  CHG0O30001 Requested by Jarvls Galas
Service Type Normal
Configuration item  “CAROL3-GATEWAY Risk High
Planned start date Impact 1+ High

Planned end

Short descr Upgrade Wi-Fi Authentication System to Azure AD S50

Description Fi i to Azure AD S50 federation

servicenow Change Request - CHG0030001
— ChangeRequest = o | Discuss ollow date || Delete | T
CHGO030001 ¢ r = Discus: Foll Update || Delets L
Backout plan
Test plan

Updats || Delets |

Related Links

Calculate Risk

Show Flow

Affected Cls (1) Change Tasks | Problems | Incidents Fixed By Change | Incidents Caused By Change | TaskSLAs | Outages

= V¥V |State | Searc ®  — | Actions on selected rows. ~
val for = CHGOO30001
State Assignment group Comments Created
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CAB Approva 2025-11-03 17:36:04
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servicenow

Favorites Change Request - CHGO030001

Change Request
CHGO030001

Short description | Upgrade Wi

i Authentication System to Azure AD S5O

Description | Upgrade campus Wi-Fi authentication from legacy password system to Azure AD S5O federation
Schedule | Conflicts | Notes | Closure Information
Justification | Reduce login failures, improve security compliance

Implementation plan | Deploy Azure AD SSO on Authentication Gateway during maintenance windos

test with pilot users.

Risk and impact analysis

Backout plan | Revert to legacy RADIUS configuration if S5O fails

Testplan | Verify SSO logins for sample students: monitor connection logs.
implement || Update |[ Delete

Related Links

Show Flow

Affected Cls(1) | Impacted Services/Cls | A Change Tasks | Problems | Incidents Fixed By Change
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servicenow Favorites  His Change Request - CHGO030001 <
Change Request
- CHGOD30001

Configurationitem *CAROLI-GATEWAY
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s [ vigh .

Impact | 1-High v

Short description | Upgrade Wi-Fi Authentication System to Azure AD S50
Description | Upgrade campus Wi-Fi authentication from legacy password system to Azure AD 550 federation

Planning | Schedule | Conflicts | Notes | Closure Information

Planned start dat and Planned end date are the spproved changs window

Planned start date | 2025-11-10 22:00:00

Planned end date | 2025-11-1105:00:00
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CAB date/time

Related Links
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# Assignment group | Network

Assigned to | Fred Luddy

Actual start date =]

Actual end date

CAB dele
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Affected Cls (1) | Impacted Services/Cls | Approvers ChangeTasks | Problems | Incidents Fixed By Change | Incidents Caused By Change | TaskSLAs | Outages
7 |st = | Saarch @ Actions on selected rows. -
Approval for = CHGO030001
State Approver Assignment group Comments. Created
NG Longer Require ib approve

2025-11-03 17:36:05

Stage 4 : Implement - Work in Progress
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Change Request
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Workspaces  Admin
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Change Request - CHG0030001
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Requestedby | Jarvis Galas o]l Type
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Service Onhold
Service offering
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Priority | 2-High % Assignment group
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Impact | 1-High
Short description | Upsrade Wi-Fi Authentication System to Azure AD SO
Description_ | Upgrade campus Wi-Fi authentication from legacy pas: m to Azure AD S5O federation
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Update

Delote

servicenow

Favorites  Hisf

Change Task
CTASKDO10001

Number

cr

nger

quest
Configuration Item
Planned start date
Planned end date

* Short description

* Description

Close code

Close notes

| update || Close Task || Detete |

V' AffectedCls| Conf

Task = CTASKOO1

CTASKOD10001

CHGOO30001

Post implementation testing

Post imp

- None —

Change Task - CTASK0010001 1+

Tepe

State

Onhaid
Assignment group

Asslgned to

MNa recards to display

Q. Search
¢ * = = | Discuss |
Testing vl
Open B
Ciass

Follow

Update

Close Task

Del

ete




Change Task

Change Task
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Type | Testing
Changerequest CHGOOI0001 State

Confi

wnent group
Pianned start date. Asslgned to
Planned end date

# Short description | Post implement

ion testing

% Description | Post implementation testing

Notes Inform

* Closecode | Succ

% Closenotes | Change completed within maintenance window; verified postZimplementation.
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servicenow  an

CTASK0010002

Change Task
CTASK0010002

@

Number | TSGR

Type | Implementation
Change request  CHGOD30001 0 State | Open
Confy

n tem :

Onhold

Planned start date

Planned end date

+ Short description

# Description
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Close notes | C3 g
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Change Task
CTASKDO1000

q ¢ ¥ = - |Discuss | Follow || Udate || CloseTask || Detete | T
[ 1510010003 Trpe | Planning v
Change request  CHGOO30001 0 State | Open v
Configuration item Onhold
Planned start date Assignment group
Planned end date il Assigned ta
# Short description | Backup configuration B
% Description | U Wi-Fl from legacy p re AD S0 federstion
Notes « Information
Close notes | Change completed within maintenance window, verified postTimplementation
| update || Close Task: || Detete |
= T Affected Cls| Configurat m - h @ - m
Task = CTASKO010003
Configuration Item Class
No records to display
Affected Cls (1) | Impacted Services/Cls | Approvers (11) | Change Tasks (3) | Problems | IncidentsFixed ByChange | IncidentsCaused By Change | TaskSLAs | Outages
Y ‘Number * | Search @  — | Actionsonselected rows. m
Change request = CHG0030001
[] @ Number & Short description Type State Plannedstart date Planned end date Assignment group Assigned to
CTASKO0010001 Post implementation testing Testing Closed (empty) (empty) (empty) (empty)
CTASK0010002 Implement Implementation Closed (empty) (empty) (empty) (empty)
CTASK0010003 Backup configuration Planning Closed (empty) (empty) (empty) (empty)
1 to3of3

Stage 5: Review - Verification

servicenow
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Changs Request
CHGO030001

¥ = [ ois Close +
Number | CHGO030001 Madel Normal .
Requested by | Jarvis Galas [@) Type  Normal
Category | Other ~ State | Review v
Service Onhold
Service offering Confl Conflict
Configurationitem *CAROL-GATEWAY Conflictlastrun  2025-11-0317:56:35
priority | 2- High - * Assignmentgroup | Network
Risk | High ~ Assignedto | Fred Luddy
Impact | 1-High -
Shart description | Upgrade Wi-Fi Authentication System to Azure ADSSO ]
Description | Upgrade campus Wi-Fi suthentication from legacy password system to Azure AD S5O federation
Planning | Schedule | Conflicts | Notes | Ciosure Informat
Clasecode | Successful v
Clase notes | Change completed within maintenance window; verified postTimplementation|
Related Links
< Risk
Show Fl
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Stage 6 : Closed - Final state




Related Links
Communicate Fix

Create Known Error article

Incidents (1) | AffectedCls(1) | ProblemTasks | ChangeRequests(1) | Outages | Attached Knowledge

= V & |Assignedto ~ | Search &  — | Actionsonselected rows.

Parent = PRE0040001

[] @ Number Short description Type State Planned start date Planned end date Requested by Assigned to &
‘CHG0030003 Replace faulty Lenovo ThinkStation 520 switch causing SAP access failures Normal New (empty) (empty) System Administrator (empty)
1 tolofl

PRBO040001 ¢ + =
New v Assess Root Cause Analysis Fix in Progress + Resalved v
Number PRB0040001 Model General
Origin task [ ‘ C‘\] State Closed
Category [ Software v] Resolutiencode  FixApplied
Subcategory [ —None - v] Impact [ 1-High vl
Service lSAPEntamrisaServices ‘ Q] E] Urgency [ 1-High vl
Service offering [ ‘ Q] ity 1-Critical
C fonitem lSAP" ‘ Q] Assignmentgroup | Problem Solving ‘ Ql
* Assigned to lProhIemManzger ‘ Ql
x (et E———— 1[0)

Description | On Wednesday morning at 9:00 AM, more than 40 employees from the Finance and HR deDartmEmﬁ reported being unable to access the SAP Enterprise Services dashboard. The

failed to load or froze during ing. The Incident ttempted several tempo . including flushing DNS caches, restarting the
SAP application gateway, and redirecting users through a secondary VPN tunnel. These wurkarounds restored access temporarily but the issue reoccurred after a few hours. Due to
the ct, the Problem (PRBO040001) to identify the root cause and implement a permanent fix.
New Assess Root Cause Analysis v/ Fixin Progress +/ Resolved -/
Number ~PRB0040001 Model ~General

Origintzskl State Closed

Category [ Software Resolution code ~ Fix Applied

Subcategory l - None - Impact [ 1-High Vl

Service [SAP Enterprise Services Urgency [ 1-High v]

Serviceuffen'ng[ Priority 1-Critical

Configuration item l SAP Enterprise Services Assignment group [ Problem Solving ‘

Q
* Assigned to [ProhlemMamger ‘ Q

EE

>k Problem statement l SAP Enterprise Services dashboard inaccessible for Finance and HR users

Description | OnWednesday morning at 9:00 AM, more than 40 employees from the Finance and HR reported bei to access the SAP Enterprise Services The
pages either failed to load or froze during transaction processing. The Incident Management Team attempted several temporary fixes, including flushing DNS caches, restarting the
SAP application satevray, and recireting users throush s secondary VPN tunnel. These workarounds restored access temporaril but the issue reoccurred afte a few hours. Due to
the ct, the Problem pened a new (PRE0040001) to identify the root cause and implement  permanent fix.

Notes | AnalysisInformation | Resolution Information | Other Information

Work notes list

Worknotes || Worknotes

Activities: 7 System Administrator Field changes » 2025-11-03 19:25:06

State  Closed wos Resolved




Group Activity: Problem Management Scenario Creation and Resolution

Group 11
1. Ananda Donelly Reksana (5026231149) 2. Muhammad Razan Parisya Putra (5026231174)
3. Astrid Meilendra (5026231183)

Step 1. Problem Scenario

On Wednesday morning, around 9:00 AM, over 40 employees in the Finance and HR departments
reported they could not access the SAP Enterprise Services dashboard. Pages either failed to load
or froze midway through transaction processing. The Incident Management Team performed
several quick actions, flushing DNS caches, restarting the SAP application gateway, and
temporarily redirecting users through a secondary VPN tunnel, but these measures only worked
for a few hours. Due to the high impact on critical business processes, the Problem Management
Team opened a Problem Record (PRB0040001) to perform deeper investigation and eliminate the
root cause.

Step 2. Implement the Scenario in ServiceNow

Problem Closed Workaround & Root Cause Solution

Step 3. Link Related Records

Related Incident Change Request

cccccc

Step 4. Analyze and Report

Scenario summary: >40 Finance & HR users users experienced timeouts/freezes in SAP
Enterprise Services, triggering Problem Record PRB0040001 for deeper investigation.

Root cause: A defect in the SAP session-management module introduced by Patch 23.4 left
idle sessions uncleared, causing memory leaks and session table saturation.

Workaround: Restart the SAP application gateway and manually purge active/idle sessions
to temporarily restore access.

Permanent resolution: Roll back to 23.3, apply vendor hotfix 23.5, tighten timeout (10 min),
validate via 48-hour load test + monitoring.

Link to Change & CMDB: Execute via a Change Request (CAB approval, back-out plan, PIR)
and relate the Problem to affected Cls in the CMDB (SAP App Server/Gateway/DB) with
Known Error and updated patch levels to maintain Incident — Problem — Change
traceability.

PDI Link

https://dev310584.service-now.com/ user : Admin password:An4B*rJehO2W
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